The conventional reversible data hiding (RDH) algorithms pursue high Peak-Signal-to-Noise Ratio (PSNR) at certain amount of embedding bits. But now-a-days, improvement of image visual quality is more important than keeping high PSNR. Based on this viewpoint, a novel RDH scheme, utilizing contrast enhancement to replace the PSNR is presented with the help of integer wavelet transform (IWT). To overcome the problem of over-enhancing of image, again a new RDH scheme is proposed using the controlled contrast enhancement (CCE) and integer wavelet transform (IWT). The proposed scheme will analyze various types of wavelet transform that are best suitable in given situation and will also have large embedding capacity while maintaining satisfactory visual perception with improved security.
Introduction
Data hiding is applied extensively to the fields of ownership protection, fingerprinting, authentication and secret communication. The most classical data hiding leads to permanent distortion. But newly proposed Reversible Data Hiding technique can not only extract the embedded bits, but also restore the original cover image without any error. The data may be any text related to the image such as authentication data or author information. In some highprecision applications such as medical, military and remote sensing; it is highly desired that the original image should be perfectly recovered after data extraction. A data hiding technique satisfying this requirement is known as Reversible Data hiding. They are also called as invertible, lossless or distortion-free data hiding. In Reversible Data Hiding technique, the original image is obtained at the receiver side after encryption of data with the help of some secret keys. For this purpose, the content owner first encrypts the image using encryption key. Next to encryption, the data hiding algorithm then hides some data into the encrypted image using the data hiding key. Data Hiding is the technique by which some data is hidden into a cover media. At receiver side, the original image must be extracted from the hidden encrypted format. The receiver must have both the keys for getting original image as well as the information or data.
In above two figures, the overview of reversible data hiding is shown. In this scheme the content owner encrypt and embed the data at sender side and at receiver side the receiver provides the encryption key to decrypt the image first and then data hiding key to extract the hidden data from the image. This is the sequential process to unhide the data and recover the image.
Literature Review
A number of reversible data hiding techniques have been proposed, and they can be roughly classified into three types: lossless compression based methods, difference expansion (DE) methods, and histogram modification (HM) methods. In practical aspect, many RDH techniques have emerged in recent years.
Zhang [1] suggests a completely unique methodology for divisible reversible knowledge activity. Here content owner initially encrypts the initial uncompressed image by writing secret key to provide associate encrypted image. Then, the knowledge-hider compresses the smallest amount important bits (LSB) of the encrypted image employing a data-hiding key to form a thin house to accommodate the extra data. At the receiver facet, the information embedded within the created house will be simply retrieved from the encrypted image containing extra data in line with the data-hiding key. Since the info embedding solely affects the LSB,a decipherment with the secret writing key may result in a picture similar tothe original version. Once it is done, the embedded extra knowledge will be successfully extracted and also the original image will be recovered by exploiting the abstraction correlation in natural image. But the only drawback of this method was inefficient Data compression. A novel reversible data hiding scheme [2] for encrypted Licensed Under Creative Commons Attribution CC BY image was proposed. After encrypting the entire data of an uncompressed image by a stream cipher, the additional data can be embedded into the image by modifying a small proportion of encrypted data. With an encrypted image containing additional data, one may firstly decrypt it using the encryption key, and the decrypted version is similar to the original image. Although someone with the knowledge of encryption key can obtain a decrypted image and detect the presence of hidden data using LSB-stageanalytic methods.
A novel scheme to reversibly hide data into encrypted grayscale image [3] was proposed in a separable manner. During the first phase, the content owner encrypts the image by permuting the pixels using the encryption key. The data hider then hides some data into the encrypted image by histogram modification based data hiding, making use of data hiding key. At the receiver side, if the receiver has both keys, S/he may first extract the data using data hiding key and then decrypt the image using encryption key. A method for contrast enhancement [4] [5] . Here sorted prediction errors and reduced size location map allow embedding more data into the image with less distortion. Also sorting technique is used to record the prediction errors based on magnitude of its local variance. Bhaskara Reddy has suggested an Effective Algorithm of Encryption and Decryption of Images [6] using Random Number Generation Technique and Huffman coding. They considered an image reads its pixels and convert it into pixels matrix of order as height and width of the image. These pixels were replaced into some fixed numbers and key was generated using random generation technique to encrypt an image.The decryption is reverse process of encryption. Hence the proposed method provides a high security for an image with minimum memory usage. The main steps in the encryption algorithm are
Step 1. Replace each pixel by fixed number values.
Step 2 .Generate the secrete key by using random generation technique
Step 3. Huffman Coding. The steps in image decryption are reverse of encryption algorithm.
Contrast limited adaptive histogram equalization (CLAHE) [7] produced an effective algorithm to enhance the local details of an image. However, it faces the contrast overstretching and noise enhancement problems. To solve these problems, Huang Lidong, ZhaoWei, Wang Jun, Sun Zebin presented a novel image enhancement method, named CLAHE-discrete wavelet transform (DWT), which combines the CLAHE with DWT.Nosrati and some other people [8] presented a new technique for data hiding. In this main technique as the principles of RDH were talked. Pairwise logical computation data hiding technique (PWLC) and Data hiding by template ranking with symmetrical Central pixels(DHTC) technique were used.
Proposed Work
Here, a new data hiding technique is proposed which can not only control the over-stretching of image but will also prevent the overflow/underflow while maintaining satisfactory visual perception. obtained by applying inverse IWT to embedded data. This stego image with embedded data is then transmitted to other side with improved security. The data extraction and image recovery are the reverse procedure of data embedding process. Hence we will get the recovered original image at receiver side securely and will try to prevent the overflow/underflow.
Conclusion
Based on the RDH algorithm, a new RDH scheme utilizing controlled contrast enhancement and embedding more data into the detail sub band coefficients using different wavelet transform is proposed. It avoids severe distortion as data embedding rate is high. Furthermore, the proposed scheme can embed significantly larger amount of data and achieve better visual quality from human vision point of view. Hence we will consider the wavelet transform which will give the better results and will prevent the overflow/underflow.
